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01 2345617890

op[0]
0x53(CS")
mac[0]
0x00
mac [4]
0x12
device id[2]
0x31(C 1)
device id[6]
0x32(C2")
device id[10]
0x31(C 1)
device id[14]
0x33(C 3")
sw_ver[1]
0x02
device typel3]
0x30(C0")
device typel7]
0x45CE")
device typel[11]
0x00
device typel[15]
0x00
device name[3]
0x30(0")
device namel[7]
0x45CE)
device namel[11]
0x00

1 2
IP header
UDP header
Data
0x45 0x52
CE) CR)
1 2
IP header
UDP header
Data
op[1] op[2]
0x45CE") 0x52CR")
mac[1] mac[2]
0x08 0xDC
mac [5] device id[0]
0x13 0x32C2")
device id[3] device id[4]
0x37(C 7) 0x30(C0")
device id[7] device id[8]
0x37C7) 0x2D (" -)
device id[11] device id[12]
0x31C 1) 0x32C 2")
device id[15] state
0x00 0x80 (FW_APP_NORMAL)
device typel0] device typell]
0x57(C w) 0x35(57)
device typel4] device typel5]
0x30(C0") 0x53(CS")
device typel8] device typel9]
0x2D(C ") 0x5AC 7))
device typel[12] device typel[13]
0x00 0x00
device namel[0] device namel[1]
0x57Cw) 0x35(C5")
device name[4] device name[5]
0x30(0") 0x53(CS")
device name[8] device name[9]
0x2D(C =) 0x5AC 7))
device namel[12] device name[13]
0x00 0x00

0x48
(H)

3

123 4567890123456 78901

op[3]
0x48 (' H")
mac[3]
0x11
device id[1]
0x30C0")
device id[5]
0x39(C9")
device id[9]
0x31C 1)
device id[13]
0x31C 1)
sw_ver[0]
0x02
device typel2]
0x35(5")
device typel6]
0x32( 2")
device typel10]
0x31C 1)
device typel[14]
0x00
device namel[2]
0x35(C5")
device name[6]
0x32( 2")
device name[10]
0x31C 1)
device namel[14]
0x00
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012345678 90123456789 012345671890
device name[15]

0x00
pwd[3]
0x69C i)
pwd[7]
0x00
pwd[11]
0x00
pwd[15]
0x00

echo flag
0x01
ipl[1]
0xA8(168)
sub[1]
0xFF (255)
gwl[1]
0xA8(168)
dns[1]
0x72(114)
databit
0x01
mode
0x00
rip[1]
0xA8(168)
rport
0x13
domain[2]
0x77Cw)
domain[6]
0x69C i)
domain[10]
0x74(C t’)
domain[14]
0x00
domain[18]
0x00
domain[22]
0x00
domain[26]
0x00
domain[30]
0x00

bind port
0x00

reconn
0x0000
pack len
0x0000

link condition

0x00

pwd[0]
0x61(Ca’)
pwd[4]
0x6e (' n’)
pwd[8]
0x00
pwd[12]
0x00

fw len
0x000000

fw checksum

0x000000

netbios flag

0x00
ipl[2]
0x01 (1)
sub[2]
0xFF (255)
gwl2]
0x01 (1)
dns[2]
0x72(114)
parity
0x00

rip[2]
0x01 (1)
dns flag
0x00
domain[3]
0x2E(C.")
domain[7]
0x7a(Cz’)
domain[11]
0x2E(C.")
domain[15]
0x00
domain[19]
0x00
domain[23]
0x00
domain[27]
0x00
domain[31]
0x00

http port
0x5000

lport
0x8813

link clearbuf

0x00

start mode

0x00

2
pwd[1] pwd[2]
0x64(C d") 0x6d(C m’)
pwd[5] pwd[6]
0x00 0x00
pwd[9] pwd[10]
0x00 0x00
pwd[13] pwd[14]
0x00 0x00
fw len
0x00
fw checksum
0x00
debug flag
0x01
dhep ip[0]
0x00 0xC0 (192)
ip[3] sub[0]
0x58 (88) 0xFF (255)
sub[3] gw[0]
0x00 (0) 0xC0 (192)
gw[3] dns[0]
0x01 (1) 0x72(114)
dns[3] baudrate
0x72(114) 0x09
stopbit flowcontrol
0x01 0x00
rip[0]
0xC0(192)
rip[3] rport
0x63(99) 0x88
domain[0] domain[1]
0x77Cw) 0x77Cw)
domain[4] domain[5]
0x69 (i) 0x77(C w)
domain[8] domain[9]
0x6E(C n’) 0x65C¢’)
domain[12] domain[13]
0x63(C ¢”) 0x6E(C n’)
domain[16] domain[17]
0x00 0x00
domain[20] domain[21]
0x00 0x00
domain[24] domain[25]
0x00 0x00
domain[28] domain[29]
0x00 0x00

inactivity

nagle time

keepalive time

link password

0x00

link message
0x00

1
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01 23456789012

run_mode
0x01

1

2

netsend num
0x00000000
netrcv _num
0x00000000

secl send num
0x00000000
secl rcv num
0x00000000

on_time

0xF2350000

temperature
0x07

E BRI KRR,

2 EBRRSK

FARAlEE UDP I 77 NA K IX T S48 mn s TRl

0

012345617890

op[0]
0x43( C)
mac [0]
0x00
mac [4]
0x12
device id[2]
0x31(C 1)
device id[6]
0x32(C2)
device id[10]
0x31(C 1)
device id[14]
0x33(C 3")
sw_ver[1]
0x02
device typel3]
0x30C0")
device typel7]
0x45CE’)
device typelll]
0x00
device type[15]
0x00
device name[3]
0x30( 0”)
device namel[7]
0x45CE)
device name[11]
0x00
device namel[15]
0x00

1

op[1]
0x4E(CN")
mac[1]
0x08
mac[5]
0x13
device id[3]
0x37C 7))
device id[7]
0x37C 7))
device id[11]
0x31(C 1)
device id[15]
0x00
device typel0]
0x57Cw)
device typel4]
0x30C0)
device typel8]
0x2D (" -")
device typell12]
0x00
device name[0]
0x57Cw)
device name[4]
0x30( 0”)
device namel[8]
0x2D(C =)
device name[12]
0x00
pwd[0]
0x61Ca’)

1 234567890

2

op[2]
0x46 CF)
mac[2]
0xDC
device id[0]
0x32(2")
device id[4]
0x30( 0")
device id[8]
0x2D( -")
device id[12]
0x32( 2")
state
0x00
device typell]
0x35(C5")
device typel5]
0x53CS")
device typel9]
0x5A(C 72")
device typel13]
0x00
device namel[1]
0x35(5")
device name[5]
0x53(S”)
device name[9]
0x5AC 7))
device name[13]
0x00
pwd[1]
0x64(C d)

3

3456 7890123456 78901

3

12345 678901

op[3]
0x47CG)
mac[3]
Ox11
device id[1]
0x30( 0")
device id[5]
0x39(9)
device id[9]
0x31C 1)
device id[13]
0x31(C 1)
sw_ver[0]
0x02
device typel[2]
0x35('5")
device typel6]
0x32C2")
device typel10]
0x31(C 1)
device typell4]
0x00
device name[2]
0x35(5")
device name[6]
0x32( 2")
device namel[10]
0x31C 1)
device namel[14]
0x00
pwd[2]
0x6d(Cm’)
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S2EEREBETRAARIES
gt*x
0 1 2
012 3456 7890123456 73890123 45671890
pwd[3] pwd[4] pwd[5] pwd[6]
0x69(C i) 0x6e (' n’) 0x00 0x00
pwd[7] pwd[8] pwd[9] pwd[10]
0x00 0x00 0x00 0x00
pwd[11] pwd[12] pwd[13] pwd[14]
0x00 0x00 0x00 0x00
pwd[15] http port fw len
0x00 0x5000 0x00
fw len fw _checksum
0x000000 0x00
fw checksum debug flag
0x000000 0x01
echo flag netbios flag dhep ip[0]
0x01 0x00 0x00 0xC0(192)
ip[1] ip[2] ip[3] sub[0]
0xA8 (168) 0x01 (1) 0x58 (88) 0xFF (255)
sub[1] sub[2] sub[3] gw([0]
0xFF (255) 0xFF (255) 0x00 (0) 0xC0(192)
gwl1] gwl2] gw[3] dns[0]
0xA8 (168) 0x01 (1) 0x01 (1) 0x72(114)
dns[1] dns[2] dns[3] baudrate
0x72(114) 0x72(114) 0x72(114) 0x09
databit parity stopbit flowcontrol
0x01 0x00 0x01 0x00
mode Iport ripl0]
0x00 0x8813 0xC0(192)
rip[1] rip[2] rip[3] rport
0xA8 (168) 0x01 (1) 0x63 (99) 0x88
rport dns_flag domain[0] domain[1]
0x13 0x00 0x00 0x00
domain[2] domain[3] domain[4] domain[5]
0x00 0x00 0x00 0x00
domain[6] domain[7] domain[8] domain[9]
0x00 0x00 0x00 0x00
domain[10] domain[11] domain[12] domain[13]
0x00 0x00 0x00 0x00
domain[14] domain[15] domain[16] domain[17]
0x00 0x00 0x00 0x00
domain[18] domain[19] domain[20] domain[21]
0x00 0x00 0x00 0x00
domain[22] domain[23] domain[24] domain[25]
0x00 0x00 0x00 0x00
domain[26] domain[27] domain[28] domain[29]
0x00 0x00 0x00 0x00
domain[30] domain[31] inactivity
0x00 0x00 0x0000
reconn nagle time
0x0000 0x0000
pack len keepalive time
0x0000 0x0000
bind port link clearbuf link password link message
0x00 0x00 0x00 0x00
link condition start mode crclb
0x00 0x00 0x0000
0x00

E U EBIRE I RIRIEL.

1



(i;;}2311t3t

THl=i@E UDP I B RR U U T AR K E LA

0

0123456789 0123456789012345¢67389 0.1

op[0]
0x43( C)
mac [0]
0x00
mac [4]
0x12
device id[2]
0x31C 1)
device id[6]
0x32(2")
device id[10]
0x31(C 1)
device id[14]
0x33(3")
sw_ver[1]
0x02
device type[3]
0x30C0)
device typel7]
0x45(C E”)
device typelll]
0x00
device typell5]
0x00
device name[3]
0x30( 07)
device namel[7]
0x45(CE")
device name[11]
0x00
device namel[15]
0x00
pwd[3]
0x69 (i)
pwd[7]
0x00
pwd[11]
0x00
pwd[15]
0x00

echo flag
0x01
ip[1]
0xA8 (168)
sub[1]
0xFF (255)
gwl1]
0xA8 (168)
dns[1]
0x72(114)
databit
0x01

S2EEREBETRAARIES
1 2
Data
opl1] opl2]
0x4E(N") 0x46 C F")
mac[1] mac[2]
0x08 0xDC
mac[5] device id[0]
0x13 0x32(C 2")
device id[3] device id[4]
0x37C 7)) 0x30C 0")
device id[7] device id[8]
0x37(7) 0x2D (" -")
device id[11] device id[12]
0x31(C 1) 0x32(C2")
device id[15] state
0x00 0x80 (FW APP NORMAL)
device typel0] device typell]
0x57(C w") 0x35(5")
device typel4] device typel5]
0x30C0) 0x53CS)
device type[8] device type[9]
0x2D (" -") 0x5A (' 77)
device typell2] device typel13]
0x00 0x00
device name[0] device name[1]
0x57(Cw") 0x35(5")
device name[4] device name[5]
0x30( 07) 0x53( S")
device name[8] device name[9]
0x2D( -") 0x5A(C Z")
device name[12] device name[13]
0x00 0x00
pwd[0] pwd[1]
0x61Ca’) 0x64(C d)
pwd[4] pwd[5]
0x6e('n’) 0x00
pwd[8] pwd[9]
0x00 0x00
pwd[12] pwd [13]
0x00 0x00
http port
0x5000
fw len
0x000000
fw checksum
0x000000
netbios flag dhep
0x00 0x00
ip[2] ip[3]
0x01 (1) 0x58 (88)
sub[2] sub[3]
0xFF (255) 0x00 (0)
gwl2] gw[3]
0x01 (1) 0x01 (1)
dns[2] dns[3]
0x72(114) 0x72(114)
parity stopbit
0x00 0x01

3

op[3]
0x47( G")
mac[3]
0Ox11
device id[1]
0x30C0’)
device id[5]
0x39C9)
device id[9]
0x31(C 1)
device id[13]
0x31(C 1)
sw_ver[0]
0x02
device typel2]
0x35(5")
device typel[6]
0x32C2)
device typel10]
0x31( 1)
device typell4]
0x00
device name[2]
0x35(5")
device name[6]
0x32( 2")
device name[10]
0x31(C 1)
device name[14]
0x00
pwd[2]
0x6d(m’)
pwd[6]
0x00
pwd[10]
0x00
pwd[14]
0x00
fw len
0x00
fw _checksum
0x00
debug flag
0x01
ip[0]
0xC0(192)
sub[0]
0xFF (255)
gwl0]
0xC0(192)
dns[0]
0x72(114)
baudrate
0x09
flowcontrol
0x00
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0 1 2
012 3456 7890123456 78901 23 45671890
mode rip[0]
0x00 0xC0 (192)
rip[1] ripl[2] ripl[3] rport
0xA8(168) 0x01 (1) 0x63(99) 0x88
rport dns flag domain[0] domain[1]
0x13 0x00 0x00 0x00
domain[2] domain[3] domain[4] domain[5]
0x00 0x00 0x00 0x00
domain[6] domain[7] domain[8] domain[9]
0x00 0x00 0x00 0x00
domain[10] domain[11] domain[12] domain[13]
0x00 0x00 0x00 0x00
domain[14] domain[15] domain[16] domain[17]
0x00 0x00 0x00 0x00
domain[18] domain[19] domain[20] domain[21]
0x00 0x00 0x00 0x00
domain[22] domain[23] domain[24] domain[25]
0x00 0x00 0x00 0x00
domain[26] domain[27] domain[28] domain[29]
0x00 0x00 0x00 0x00
domain[30] domain[31] inactivity
0x00 0x00 0x0000
reconn nagle time
0x0000 0x0000
pack len keepalive time
0x0000 0x0000
bind port link clearbuf link password link message
0x00 0x00 0x00 0x00
link condition start mode crclb6
0x00 0x00 0x0000
netsend num
0x00000000
netrcv_num
0x00000000
secl send num
0x00000000
secl rcv_num
0x00000000
on time
0x12020000
run_mode temperature
0x01 0x00

E MBI RntEL,

1
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0123456789012 345%6789 012345467389 01

op[0]
0x52CR)
mac[0]
0x00
mac [4]
0x12

1

opl[1]
0x53(CS")
mac[1]
0x08
mac [5]
0x13

E BRI KRR,

4 WmEIRE

2

Data

opl2]
0x54C T)

mac[2]

0xDC

FARAEE UDP I 77 RNA K IX T EA9mn ] TRl

0
01

op[0]
0x46 CF)
mac [0]
0x00
mac [4]
0x12

23 456789 01

1

op[1]
0x41CA)
mac[1]
0x08
mac[5]
0x13

2

Data

opl2]
0x43(C C")

mac[2]

0xDC

THl=iET UDP I B RRIUE U T AR R E LA

0

3
6012345678901 23456789 01234567389 01

op[0]
0x00
mac [0]
0x00
mac [4]
0x12
device id[2]
0x31C 1)
device id[6]
0x32( 2")
device id[10]
0x31C 1)
device id[14]
0x33(3")
sw ver[1]
0x02
device typel[3]
0x30( 0”)
device typel7]
0x45(CE")

1

opl1]
0x00
mac[1]
0x08
mac[5]
0x13
device id[3]
0x37C 7))
device id[7]
0x37C 7))
device id[11]
0x31C 1)
device id[15]
0x00
device typel0]
0x57Cw)
device typel[4]
0x30( 07)
device typel8]
0x2D (" -")

2

Data

op[2]
0x00
mac[2]
0xDC
device id[0]
0x32(C 2")
device id[4]
0x30C0)
device id[8]
0x2D( -")
device id[12]
0x32(2")
state
0x80 (FW_APP_NORMAL)
device typell]
0x35(5")
device typel5]
0x53(S")
device typel9]
0x5A(C 7Z")

op[3]

0x54C 1)

mac [3]
Ox11

op[3]
0x54C T)

mac[3]

0x11

op[3]
0x00
mac[3]
0Ox11
device id[1]
0x30(0")
device id[5]
0x39C9)
device id[9]
0x31(C 1)
device id[13]
0x31(C 1)
sw_ver[0]
0x02
device typel2]
0x35(5")
device typel6]
0x32( 2")
device typel10]
0x31(C 1)

23 456789012345 ¢6 789 01
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0123456789012 345%6 7890123456789 01

device typell5]
0x00
device name[3]
0x30(C0")
device name[7]
0x45(C E")
device namel[11]
0x00
device name[15]
0x00
pwd[3]
0x69C i)
pwd[7]
0x00
pwd[11]
0x00
pwd[15]
0x00

echo flag
0x01
ip[1]
0xA8(168)
sub[1]
0xFF (255)
gwl1]
0xA8(168)
dns[1]
0x72(114)
databit
0x01
mode
0x00
rip[1]
0xA8(168)
rport
0x13
domain[2]
0x77Cw )
domain[6]
0x69 (i)
domain[10]
0x74Ct)
domain[14]
0x00
domain[18]
0x00
domain[22]
0x00
domain[26]
0x00
domain[30]
0x00

device name[0]

device name[1]

device name[2]

0x57(C w") 0x35(5") 0x35(5")
device name[4] device namel[5] device namel[6]
0x30(C 0") 0x53(S") 0x32( 2")
device name[8] device name[9] device name[10]
0x2D (" =) 0x5A(C Z") 0x31(C 1)
device namel[12] device namel[13] device namel[14]
0x00 0x00 0x00
pwd[0] pwd[1] pwd[2]
0x61( a’) 0x64(C d’) 0x6d('m’)
pwd[4] pwd[5] pwd [6]
0x6e(n’) 0x00 0x00
pwd[8] pwd[9] pwd[10]
0x00 0x00 0x00
pwd[12] pwd[13] pwd[14]
0x00 0x00 0x00
http port fw _len
0x5000 0x00
fw len fw checksum
0x000000 0x00
fw_checksum debug flag
0x000000 0x01
netbios_flag dhep ip[0]
0x00 0x00 0xC0(192)
ip[2] ip[3] sub[0]
0x01 (1) 0x58(88) 0xFF (255)
sub[2] sub[3] gw[0]
0xFF (255) 0x00 (0) 0xC0(192)
gw[2] gw[3] dns[0]
0x01 (1) 0x01 (1) 0x72(114)
dns[2] dns[3] baudrate
0x72(114) 0x72(114) 0x09
parity stopbit flowcontrol
0x00 0x01 0x00
lport rip[0]
0x8813 0xC0 (192)
rip[2] rip[3] rport
0x01 (1) 0x63(99) 0x88
dns_flag domain[0] domain[1]
0x00 0x77Cw) 0x77Cw)
domain[3] domain[4] domain[5]
0x2EC.") 0x69C i) 0x77Cw)
domain[7] domain[8] domain[9]
0x7a( z’) 0x6E(C n’) 0x65(C e’)
domain[11] domain[12] domain[13]
0x2EC.") 0x63(C ¢c’) 0x6E(C n’)
domain[15] domain[16] domain[17]
0x00 0x00 0x00
domain[19] domain[20] domain[21]
0x00 0x00 0x00
domain[23] domain[24] domain[25]
0x00 0x00 0x00
domain[27] domain[28] domain[29]
0x00 0x00 0x00
domain[31] inactivity
0x00 0x0000
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grx
0
01 23456171890
reconn
0x0000
pack len
0x0000
bind port
0x00
link condition
0x00
run_mode
0x01

P

5 ZEHK

I EE O RimtE

5.1 I{ERZA(WORK_STATE)

typedef struct _"WORK_STATE
{

uint32_t netsend_num;
uint32_t netrcv_num;
uint32_t secl_send_num;
uint32_t secl_rcv_num;
uint32  on_time;
uint8 run_mode;
uint8

JWORK_STATE;

temperature;

HTIARM KX
AU NEESS
/RAREF
/O ERFHE

/& EIEE THERNETTRS (8
/RE SR TSR
/EERERER

2

nagle time

0x0000
keepalive time
0x0000
link clearbuf link password link message
0x00 0x00 0x00
start mode crcl6
0x00 0x0000
netsend num
0x00000000
netrcv_num
0x00000000
secl send num
0x00000000
secl rcv_num
0x00000000
on time
0x92010000
temperature
0x04

3

123 4567890123456 78901
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5.2 MZES¥ NET_PARAM

typedef struct _NET_PARAM

{
uint8 dhcp;
uint8 ip(4];
uint8 subl4];
uint8 gw[4];
uint8 dns[4];
INET_PARAM;

5.3 SEC_PARAM

typedef struct _SEC_PARAM

{
uint8 baudrate;
uint8 databit;
uint8 parity;
uint8 stopbit;
uint8 flowcontrol;
//S2E
uint8 mode;
uintl6 Iport;
uint8 rip[4];
uintl6 rport;
uint8 dns_flag;
uint8 domain[32];
uintl6 inactivity;
uintl6 reconn;
uintl6 nagle_time;
uintl6 pack_len;
uint16 keepalive_time;
uint8 bind_port;
uint8 link_clearbuf;
uint8 link_password;
uint8 link_message;
uint8 link_condition;
JSEC_PARAM,;

//FFIBFI% A DHCP

/123 1P
/¥ K55

AZES

//DNS BR%8%

/ISR

/78B4 index,0:7 bits, 1:8 bits

/1B
/MEIERL

/AR R

//BERER (tep client, top server, udp)
/AR A S

//iEFE

/ERiHOS

/1154

/RN BB IR B SRR RS ] 0-60000 unit: ms

//TCP) & Pt EHEAT]E] 0-60000 unit: ms
//& M#E{21ERHE 0-60000 unit: ms
/EEERNTE

/1B 8]

//TCP & Pis B EA I O S

//BSEBRERES buff, —FER, 1—ET
/EBEIMEREERAREN, 0—ARE;, 1—K%

/0—B A EFERAEREER,
1— BuEEREEXEE D

3— BuEERAFEEIP
//0— LB IS Bl

1— BOKEBEEEERE TCP RXA
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5.4 FZEMEK(CONFIG_MSG)

typedef struct _CONFIG_MSG

{

uint8
uint8
char
uint8
uint8
char
char
char
uint16
uint32
uint32
uint8
uint8

uint8

op[4];

mac[6];
device_id[16];
state;

sw_ver([2];
device_type[16];
device_name[16];
pwd[16];
http_port;
fw_len;
fw_checksum;
debug_flag;
echo_flag;

netbios_flag;

NET_PARAM net;

SEC_PARAM secl;

uint8 start_mode;
uintl6 crcl6;
JCONFIG_MSG;

//ERE 7T [SERH][CNFG][RSTT][FACT]
//MAC HbdiE

//&#% 1D

/TRAEIRTS

s~

s - =2

// device password web and at

// http server port numberdefault: 80

// received firmware length from http or firmware server
// calculated checksum of received firmware

// debug message

//FRBEEHFE 0—xABE 1—FEEE

//1 FF B netbios BRE

// device network parameters

/IFHAER 0 AT 4R 1 R
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